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What is InSight2?

 |Interactive web based platform for real-time
network traffic monitoring, modeling and analysis

» Argus flow data enriched with GeolP, bad actor,
and Global Science Registry (GSR) information

« Data modeling and visualization based on free
software: Python, Elasticsearch, and JavaScript

* Multi-threaded, scalable, and easily extendible
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InSight2 Overview Dashboard

Activity gauges, plots
Country tag clouds
Interactive geomaps

Main player listings

Intuitive data filtering

Automatic data zoom
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ht2 Performance Dashboard
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Traffic ratio and PCR
Setup time and hops
Packet Size

Jitter and inter-packet
arrival time
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Goals Completed 1/5

* Object oriented design and implementation

* Developed from scratch using simplified and
robust software architecture

Input Process and storage Display output
InSight2

JavaScript and

PHP

Flow Data ‘ Backend ’ Frontend

InSight2 Architecture
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Goals Completed 2/5

« Python based multi-threaded data enrichment

Enrichment Module (EM)

Elasticsearch

1
ad Enrich
Preprocess == : Enriched data
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Argus Archives

Threats

GEIELER

9/18/2018 TENNESSEE g §

KNOXVIL




Goals Completed 3/5 WSihtE |
» Security features:

v" Authentication
v TLS encryption

v' System admin and user
dashboard segregation

InSight Server
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Goals Completed 4/5

 Tensor based event detection: RED Alert
« Example: Connectivity — Botnet detection

Num. active
known Botnets
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Botnet presence
estimate based
on num. conn.
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Goals Completed 5/5

 Docker based o
Cy . nSight2 |
code distribution | rwsommemom
* Third-party
plugin support
 Available via
GitHub soon!
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Work in Progress

* Markov chain based prediction and analysis

* Multiple simultaneous models (different data)
* Run-time inference (user-defined data, model)

* Deep learning based data analysis
« Example: identification of compromised host IPs

 Live-data testing at KISTI and Stanford Univ.
* Building user community (want to be part of it?)
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